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About This Social Media/Networking Tool

About My Chosen Social Media Tool

|
|My Name ||Laura DeCiantis |
[TOOL Name || Twitter |
|TOOL URL || https://twitter.com |

General Description

“Twitter is an online news and social networking service where users
post and interact with messages, "tweets", restricted to

140 characters. Registered users can post tweets, but those who are
unregistered can only read them. Users access Twitter through its
website interface, SMS or a mobile device app (Wikipedia, 2017).”

Twitter is a free social networking microblogging (140 characters or
less) service that allows account holders to post tweets in real time.

Tweets are searchable by the public, whether they have an account or
not, and posts are permanent. You can change your account settings
to have protected tweets, which limit access to your tweets to your
followers on Twitter.

Twitter can be used in a variety of ways and conversation threads can
be entered or topical information can be shared and connected through
the use of hashtags, which operate as keywords.

Is it Open or
Fenced?

Combination. Twitter can be used as open or fenced, depending
on the privacy and safety options you choose in your account
settings. You may choose to have public versus protected tweets.
Public tweets can be viewed by anyone on Twitter, while protected
tweets may only be viewed by your Twitter followers.

I will be using it as an open tool.

Storage External to
Canada?

External to Canada.

“If you live outside the United States, the data controller responsible
for your information is Twitter International Company, an Irish
company with its registered office at One Cumberland Place,
Fenian Street, Dublin 2 D02 AX07 Ireland (Twitter Privacy Policy,
2017).”

Accessible External
to Canada?

Yes. Accessible External to Canada.

Name of school/location
where | plan to use this

School District 68

Is it public or
private?

Public
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Level?
(elementary, middle
school, secondary,
post- secondary)

Secondary. Grade 11 & 12

Particular subject,
class, or course

Social Studies, Comparative Civilizations.

Could be used in all subject areas.

User groups
(students,
parents/guardians,
teachers,
colleagues,
administrators, etc.)

Students

(Possible connections to be made with other students, teachers,
and experts from around the world and locally).

Applicable
Legislation/Policies in My
Context

FIPPA Compliant Consent

Twitter Privacy Policy - https://twitter.com/en/privacy

Twitter Terms of Service - https://twitter.com/en/tos

The Twitter Rules (User Agreement) -
https://support.twitter.com/articles/18311

Activity Idea 1

Moderate an live in-class Tweet Chat.

| will generate a hashtag that the students will use to track the chat.
Topical discussion thread. Students will contribute at least 2 tweets
to the live chat. Retweeting and tagging encouraged. Students
would prepare for this activity as they would for a
debate/discussion.

Depending on student device access, | would be interested in
moderating a Tweet Chat as a homework assignment. This could
potentially take place as a weekly assignment.

Activity ldea 2

Ticket out the door/warm-up activity

Students tweet about impactful learnings of the day. Topical
guestions. Retweet relevant tweets related to subject matter being
covered in class. Tag an expert, institution, or organization with a
guestion relating to subject matter covered in class.

Necessary Resources

Consent form
Student accounts on Twitter

Policy and procedure handout of class conduct for posting on
Twitter and how to manage, report on, or delete a Twitter account.
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Key terms for using Twitter (e.g. hashtag, tag, hyperlinks, retweet
etc.).

Alternate activity outline for Twitter assignments (students must be
provided an alternate activity as outlined in FIPPA guidelines).

Pre-Assessment of student access to devices (smartphones,
tablets, laptops, desk top computer etc.)

Created for Vancouver Island University Faculty of Education Course: OLTD 506 Fall 2017 _



http://www.viu.ca/education

Twitter Resource Package By Laura DeCiantis
Date: October 17, 2017

Tool Backgrounder

Twitter:

A Student and Parent

Dociiment

Why use Twitter?

The social landscape is changing rapidly and student needs are shifting. They now
require digital citizenship skills to effectively navigate this ever-evolving technological world.
Information is being created and distributed in many ways and access to this information,
collaboration, and creativity is vital to student intellectual development and enhancement.
Social media and social networking can be used as educational tools to create an online
learning community where students collaborate and communicate to find, create, and

distribute information.

We will be using the social media tool, Twitter, to communicate with each other, other
students and schools, institutions, organizations, and experts in the field from around the
world. The educational goal of using Twitter in the classroom is to foster communication and
participation in lectures, discussions, debates, homework assignments, projects, and research
during class hours and beyond. Twitter can create conversations and connections that will

engage students to ask questions, think critically, and create their own knowledge.

What is Twitter?

Twitter is an online news and social networking service where users post and interact
with messages or "tweets", restricted to 140 characters or less. Registered account holders can

post tweets, but people who are unregistered can only read them. Users access Twitter through
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its website interface, Short Message Service (SMS), or a mobile device app (Wikipedia.

“Twitter.” 2017).

Twitter is a free social networking microblogging (140 characters or less) service that
allows account holders to post tweets in real time. It is important to note that tweets are
searchable by the public, whether they have an account or not, and posts are permanent.
However, Twitter account holders can change their account settings to have protected tweets,
which limit access to tweets to only their followers on Twitter. Twitter can be used in a variety
of ways, educational and social, and conversation threads can be entered or topical information

can be shared and connected through use of hashtags, which operate as keywords.

Freedom of Information and Protection of Privacy Act (FIPPA) Implications

All information stored on Twitter servers is housed and accessible externally to
Canada. “If you live outside the United States, the data controller responsible for your
information is Twitter International Company, an Irish company with its registered office at One
Cumberland Place, Fenian Street, Dublin 2 D02 AX07 Ireland (Twitter Privacy Policy, 2017).”
Under British Columbia’s Freedom of Information and Protection of Privacy Act (FIPPA),

“public educators are required to obtain explicit informed consent by the “prescribed
manner” when students’ personal identifiable information is or could/will be accessed

from outside of Canada, or if the account and data with personal information are stored
outside of Canada (Hengstler, J. 2016a. “OLTD 506 brief: FIPPA & you.” OLTD 506. D2L).”

BC’s FIPPA was developed to uphold some of the highest standards in the world
concerning the privacy and safety of students and educators. Protecting the privacy rights of
people in British Columbia falls under the Office of the Information and Privacy Commissioner
of British Columbia (OIPC BC) and it is this office that “outlines policies and procedures that we
are bound to follow especially, in regard to protecting student privacy from elementary to post-

secondary education (Hengstler, J. 2016b. “Privacy Boundaries.” OLTD 506. D2L).”

FIPPA was originally passed in 1996, but due to the exponential increase of

technological devices, social media, and online tools, as well as the rise of widespread
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connectivity and data outsourcing, subsequent amendments in 2004 and 2012 to this
document have been created to address this changing social context (Hengstler, J. 2016a).
These amendments came alongside important legislation changes in Canada, as well as in the
United States of America. In “the month following 9/11, the US instituted the USA PATRIOT Act
permitting the search and seizure of data in the custody of US companies without court order
(Hengstler, J. 2016a).” This act became a personal information and privacy protection issue in
BC when in 2004, the provincial government announced its agenda to outsource a number of
data related contracts involving a variety of personal information to US firms that would be
subject to US laws and legislation. As a result of these amendments, Personally Identifiable
Information (PIl) must be stored and accessible within Canada, however there are three
exemptions. In an educational context, there can be an exemption by explicit informed consent

in a “prescribed manner (Hengstler, J. 2016a).”

What is Personally Identifiable Information (PIl)?

Personally Identifiable Information (PII) is defined as “information that can be used on
its own or with other information to identify, contact, or locate a single person, or to identify an
individual in context (Wikipedia. “Personally Identifiable Information.” 2017).” A student’s
personal information could include: name, age, address, gender, physical attributes, telephone
number, email address, as well as health, educational, or economic status (Hengstler, J. 2016a).
If any information, data, or content can be used to identify an individual (e.g. photographs and

videos) it is qualified as PII.

What is Informed Consent?

As previously mentioned, obtaining explicit informed consent in a “prescribed manner”
from all students and their parents/guardians is good educational practice and is a FIPPA
requirement. In an educational context, informed consent requires the communication of:

= Knowledge of the minimum PII disclosure required

= How PIl will be used, period of use, and who will have access to the information
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=  Where PIl will likely be stored (internal/external to Canada)

= Risks involved

= Risk mitigation steps (e.g. how to lock down privacy settings, what to do if there is a
privacy breach, how to delete a social media account etc.)

= Alternate activity must be provided if an online activity is required for a course
grade/mark and the student and/or the parents/guardians do not give consent.

= Consent must be meaningful, informed, and voluntary (Hengstler, J, 2016a).

Using Twitter in the Classroom

While using Twitter, students will be asked to provide the following Pll, an email and
a name, to create a registered account. Rather than using a personal email, students can use
a classroom or a parent/guardian email and choose a Twitter name or ID using a pet’s name,
favorite number, colour, food etc. (e.g. Laura27) as an added level of privacy protection.
There will also be the option for students to use a shared class Twitter ID, although it would

be best if they had their own Twitter ID (Quist, B. 2014a. “Twitter Parent Documents.”).

Students will be asked to post tweets as part of classroom lectures, discussions,
debates, homework assignments, projects, and research assignments during class and after
class hours. We will be using #MrsDsclass2017 to create a searchable hashtag, so that when
students tweet information under this hashtag, other students, parents/guardians, and myself
will be able to view their tweets. Students will also be able to follow their classmates and
myself on Twitter by searching for those Twitter IDs and then clicking follow (Quist, B. 2014a).
My Twitter ID is @laura_deciantis. Following classmates and myself will create a Twitter feed
that will allow each student to view what was most recently tweeted by myself or their

classmates creating an online classroom and learning community.

Twitter use in the classroom will be public and tweets are permanent. There are

additional privacy and safety options students can choose in account settings that will create
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protected tweets, which may only be viewed by the account holder’s Twitter followers.
Students and their parents and guardians may choose this option as an additional level of
privacy protection. For the purposes of this course it is recommended that students create
public tweets to achieve our educational goals of increased communication and participation
regarding classroom content. We will be using Twitter as an open social media tool to connect
our students on a global scale with other students and classrooms, organizations, institutions,

as well as experts in the field.

Twitter Risk Mitigation in the Classroom

It is important to note that, while no internet-based experience can ever be 100% risk-
free, every reasonable measure will be taken to manage expected risks. The following chart

outlines common risks associated with using Twitter and how these risks will be mitigated in

the classroom:

Mitigation Likelihood Student
Strategy Impact
Student is inappropriately contacted Student(s) will report Medium - High Medium
by unknown 3™ party (e.g. person, inappropriate contact to
organization, business etc.). the teacher and/or their

parents /guardians.
Student(s) will report
inappropriate contact to
Twitter by clicking ‘Report
Abuse’ button on Twitter
website. Student(s) Twitter
account privacy settings
will be reviewed by teacher
to reduce Pll exposure.
Student accounts could be Student(s) will report Low - Medium Low
compromised or misused. inappropriate or suspicious
account activity to the
teacher and/or their
parents /guardians.
Student(s) will report this
activity to Twitter by
clicking ‘Report Abuse’
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Student or Parent/Guardian
withdraws consent or refuses to
consent.

Accidental or deliberate
disclosure of student PIl while
using Twitter.

Unauthorized use of student PII
by Twitter.

button on Twitter website.

Reset student Twitter

account password and

possibly delete student

Twitter account.

Teacher will provide Low
alternate activity.

Medium

Review Classroom Use Low - Medium Low
Guidelines with student(s).
Student(s) will report the
disclosure information to
the teacher and/or their
parents /guardians.
Student(s) will report this
activity to Twitter by
clicking ‘Report Abuse’
button on Twitter website.
Student(s) Twitter account
privacy settings will be
reviewed by teacher to
reduce PIl exposure.
Review Twitter Privacy Low
Policy and Terms of Service.
Review of student(s)
Twitter account to reduce
PIl exposure. Provide
notification to students and
parents/guardians collects
and uses PII for its own
internal purposes. Update
and redistribute Consent
Forms.

Medium

(Burgos & Sproston, 2017).

Twitter Classroom Use Guidelines, Twitter Privacy Policy, Twitter Terms of Service, and

Twitter Rules, as well as the meaning of informed consent will be discussed with students prior

to using Twitter. All student Twitter IDs will be monitored on a daily basis by the teacher and

parents/guardians will also have access to their child’s Twitter ID so that classroom, teacher,

and student tweets can be viewed. If there is inappropriate content being tweeted, the content

will be removed or managed appropriately and parents/guardians will be contacted
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immediately. There is also the option for students to click on the ‘Report Abuse’ on the Twitter

website if they feel any content is inappropriate and needs to be reported (Quist, B. 2014a).

Also, a Consent Form will be discussed in class and distributed to be signed by students
and their parents/guardians prior to using Twitter in the classroom, detailing classroom
expectations while using this tool. Proper use of Twitter will also be demonstrated in the
computer lab before students create and use Twitter accounts. If students or
parents/guardians do not feel comfortable signing the Consent Form and do not consent to
using Twitter in the classroom, even with all the suggested privacy protections in place, there
will be an additional option of students emailing or writing a tweet that will be anonymously
posted by the teacher on their behalf (Quist, B. 2014a). In accordance with FIPPA consent
compliance, there will also be optional activities that students can complete for course
grades/marks if they choose not to sign the Consent Form. Student grades/marks will not be

affected if they do not choose to give their consent.

When students use Twitter in the classroom and outside of it for classroom
assignments, projects, and research, we will be abiding by FIPPA, as well as Twitter Privacy
Policy, Terms of Service, and Rules, to protect student privacy and PII. It is of utmost
importance before using social media tools, such as Twitter, that rules and regulations relating
to privacy and its protection be discussed with students and that students are well informed

about how to use these tools in a safe and responsible way.

Twitter Privacy Policy, Terms of Service, and Rules

To create a Twitter account you need to enter a name, username, password, email,
and agree to the Terms of Service, Privacy Policy, and Twitter Rules. Some key points in
these documents are listed below as an overview, but it is important to read all these

documents fully and understand their privacy implications.
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Twitter’s Privacy Policy describes how and when they collect, use, and share your
information across their ‘Services,” with their service providers, advertisers, and other
third parties. When using any of their ‘Services’ you consent to the collection,
transfer, storage, disclosure, and use of your information as described in their Privacy
Policy. You alone control and are responsible for the posting of your Tweets and
other content you submit through the ‘Services,” as outlined in the Terms of

Service and Twitter Rules.

Irrespective of which country you live in, you authorize Twitter to transfer, store, and
use your information in the United States, Ireland, and any other country where they
operate. In some of these countries, the privacy and data protection laws and rules
regarding when government authorities may access data may vary from those in the
country where you live.

On Twitter, your name and username are always listed publicly, including on your
profile page and in search results, and you can use either your real name or a
pseudonym. Additionally, your public information includes the messages you tweet;
the metadata provided with tweets, such as when you tweeted and the client
application you used to tweet; information about your account, such as creation
time, language, country, and time zone; and the lists you create, people you follow,
tweets you like or retweet, etc.

If you are a registered user of Twitter ‘Services,’ they provide you with tools

and account settings to access, correct, delete, or modify the personal information
you provided to them and associated with your account. You can also permanently
delete your Twitter account. When deactivated, your account, including your name,
username, and public profile, is not viewable on Twitter.com. However, search
engines and other third parties may still retain copies of your public information, like
your user profile information and public Tweets, even after you have deleted the
information from the Twitter Services or deactivated your account.

Users are responsible for safeguarding the password that they use to access Twitter
and for any activities or actions under their password. Twitter cannot and will not be
liable for any loss or damage arising from a user’s failure to comply with the above.
All content, whether publicly posted or privately transmitted, is the sole responsibility
of the person who originated such content. Twitter may not monitor or control the
content posted, and they cannot take responsibility for such content. Any use or
reliance on any content or materials posted via Twitter or obtained by users through
Twitter is at their own risk.

Twitter does not endorse, support, represent or guarantee the completeness,
truthfulness, accuracy, or reliability of any content or communications posted via
Twitter or endorse any opinions expressed via Twitter. Users understand that by
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using Twitter, they may be exposed to content that might be offensive, harmful,
inaccurate or otherwise inappropriate, or in some cases, postings that have been
mislabeled or are otherwise deceptive. Under no circumstances will Twitter be liable
in any way for any content, including, but not limited to, any errors or omissions in
any content, or any loss or damage of any kind incurred as a result of the use of any
content posted, emailed, transmitted or otherwise made available via Twitter or
broadcast elsewhere.

» Users retain their rights to any content they submit, post or display on or through
Twitter. By submitting, posting or displaying content on or through Twitter, users
grant Twitter a worldwide, non-exclusive, royalty-free license (with the right to
sublicense) to use, copy, reproduce, process, adapt, modify, publish, transmit, display
and distribute such content in any and all media or distribution methods (now known
or later developed).

» Twitter reserves the right at all times (but will not have an obligation) to remove or
refuse to distribute any content on Twitter, to suspend or terminate users, and to
reclaim usernames without liability to you. They also reserve the right to access, read,
preserve, and disclose any information within their ‘Services.’

= Twitter respects the intellectual property rights of others and expects users of Twitter
to do the same. They will respond to notices of alleged copyright infringement that
comply with applicable law and are properly provided to them.

» Twitter complies with the U.S.-E.U. and U.S.-Swiss Safe Harbor Privacy Principles of
notice, choice, onward transfer, security, data integrity, access, and enforcement. To
learn more about the Safe Harbor program, and to view Twitter’s certification, please
visit the_U.S. Department of Commerce website.

e Twitter may revise their Privacy Policy from time to time. The most current version of
the policy will govern their use of your information and will always be
at https://twitter.com/privacy. If changes are made to this policy that, in their sole

discretion, is material, they will notify you via an @Twitter update or email to the
email address associated with your account. By continuing to access or use the
Services after those changes become effective, you agree to be bound by the revised
Privacy Policy.

(Quist, B. 2014b. “Twitter Teacher Documents.”).

For further information and details about privacy protection regarding our classroom use
of Twitter, please refer to the following documents:

= Twitter Privacy Policy - https://twitter.com/en/privacy

= Twitter Terms of Service - https://twitter.com/en/tos
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» Twitter Rules - https://support.twitter.com/articles/18311

= FIPPA (protection of privacy) -

http://www.bclaws.ca/civix/document/id/complete/statreg/96165 03#part3

Should you have any questions or concerns regarding the use of Twitter in the classroom,
privacy protection, or student and parent/guardian informed consent, please contact me,

Mrs. Laura DeCiantis at deciantis.laura@gmail.com.
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Consent Form

Student Name: Date:

Course:

Technology for Course Use: Twitter

Twitter is a free online news and social networking service where users post and
interact with messages or "tweets", restricted to 140 characters or less. Registered account
holders can post tweets, but people who are unregistered can only read them. It is important to
note that tweets are searchable by the public, whether they have an account or not, and posts
are permanent. Twitter can be used in a variety of ways, educational and social, and
conversation threads can be entered or topical information can be shared and connected

through use of hashtags (#), which operate as keywords.

Reason for Use: We will be using the social media tool, Twitter, to communicate with each
other, other students and schools, institutions, organizations, and experts in the field from
around the world. The educational goal of using Twitter in the classroom is to foster
communication and participation in lectures, discussions, debates, homework assignments,
projects, and research during class hours and beyond. Twitter can create conversations and
connections that will engage students to ask questions, think critically, and create their own
knowledge.

While using Twitter in the classroom, students will be asked to provide the following
Personally Identifiable Information (PIl), an email and a name, to create a registered
account. Rather than using a personal email, students can use a classroom or a
parent/guardian email and choose a Twitter name or ID using a pet’s name, favorite number,
colour, food etc. (e.g. Laura27) as an added level of privacy protection. There will also be the
option for students to use a shared class Twitter ID, although it would be best if they had

their own Twitter ID (Quist, B. 2014b. “Twitter Parent Documents.”).
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Privacy Implications and Risks of Twitter Use: It is important to note that, while no internet-

based experience can ever be 100% risk-free, every reasonable measure will be taken to

manage expected risks. Please refer to the attached document, Twitter: A Student and Parent

Guide, to view the Twitter Risk Mitigation Chart located on pages 5-6, outlining common risks
associated with using Twitter and how these risks will be mitigated in the classroom.

In addition to reading, Twitter: A Student and Parent Guide, students and
parents/guardians should also read and fully understand Twitter Privacy Policy, Terms of

Service, and Rules. These documents can be found here:

= Twitter Privacy Policy - https://twitter.com/en/privacy

=  Twitter Terms of Service - https://twitter.com/en/tos

» Twitter Rules - https://support.twitter.com/articles/18311

All information stored on Twitter servers is housed and accessible externally to Canada.

“If you live outside the United States, the data controller responsible for your information is
Twitter International Company, an Irish company with its registered office at One Cumberland
Place, Fenian Street, Dublin 2 D02 AXO7 Ireland (Twitter Privacy Policy, 2017).” As a result, | am
required under the BC Personal Information and Privacy Protection Act (FIPPA) to get consent
to use Twitter with students in the classroom.

If students or parents/guardians do not feel comfortable signing the Consent Form and
do not consent to using Twitter in the classroom, even with all the suggested privacy
protections in place, there will be an additional option of students emailing or writing a tweet
that will be anonymously posted by the teacher on their behalf (Quist, B. 2014b). In accordance
with FIPPA consent compliance, there will be optional activities that students can complete for

course grades/marks if they choose not to sign the Consent Form. Student grades/marks will

not be affected if they do not choose to give their consent.
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Duration of Classroom Twitter Use: We will be using Twitter in our classroom from the time
this Twitter Consent Form is signed throughout the school year ending June 29, 2018. At the
end of this time period, students may choose to delete their classroom Twitter accounts. For
any student who feels uncomfortable using Twitter in the classroom at any time throughout
the year, and chooses to withdraw their consent, | will be available to assist with the

deletion of classroom Twitter accounts.

Twitter accounts can be permanently deleted. Twitter Privacy Policy (2017) states,

“If you follow the instructions located at https://support.twitter.com/articles/15358,

your account will be deactivated and then deleted. When deactivated, your account,
including your name, username, and public profile, is not viewable on Twitter.com.
For up to 30 days after deactivation it is still possible to restore your account if it was
accidentally or wrongfully deactivated. Absent a separate arrangement between you
and Twitter to extend your deactivation period, after 30 days, they begin the process
of deleting your account from their systems, which can take up to a week.

Keep in mind that search engines and other third parties may still retain copies of
your public information, like your user profile information and public Tweets, even
after you have deleted the information from the Twitter Services or deactivated your
account. More information about this can be found at
https://support.twitter.com/articles/15349.”

Student Guidelines for Twitter Use in the Classroom:

1. | will review Twitter functions, capabilities, user agreements, and privacy policies before
registering and engaging with Twitter so that | am aware of the repercussions and conditions of
using the technologies.

2. | will keep my real name, address, or email / phone number private. Anything that can
identify you (or anyone else) and where to find you (or them) should be kept private as those
who need to know the information (the teacher and peers in your class) will already know it.

3. | understand that everything that is posted online has a ‘digital footprint.” This means,
once something is posted online, it is online for good, so put thought into what you are

tweeting and make sure it is appropriate in a classroom setting.
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4, | understand that Twitter is a public forum and | may come in contact with people from all
over the world. If you are contacted by someone who makes you feel uncomfortable or unsafe,
you will let your parents/guardians and teacher know as soon as you can. You will also keep
track of the Twitter ID that the person used to contact you in the report to the teacher.

5. | will immediately report any potential or actual instances of cyberbullying to the course
professor so that the behavior or situation can be addressed. Avoid contacting, or treating
other people and students in a way that you would not like to be treated. Do not bully anyone,
peers, or other people from around the world by using Twitter, we are an inclusive and
respectful class. If you are worried about something a classmate tweets, contact the teacher,
but do not tweet a negative comment back to them.

6. | will not post any videos or pictures that | have taken which contain other people or
myself, without consent of your teacher, parents/guardians, and the other person (who is
shown in the picture or video).

7. | will allow my parents/guardians to have access to my Twitter ID so they can view what |
am posting on Twitter should they decide that they would like to.

8. | will keep my password private. If you give out your password, things may be tweeted on
your behalf that you do not approve of.

9. | willimmediately report any potential, foreseeable, or actual privacy invasions to the
teacher so that the problem, breach, or error can be addressed and rectified. If you believe
your account has been compromised or hacked, you will report it to your parents/guardians
and the teacher immediately.

(Quist, B. 2014c. “Twitter Informed Consent”).

If you feel that you do not have enough information to make an informed decision, please

contact me at deciantis.laura@gmail.com to discuss in more detail.

*Please keep pages 1-4, for your records and complete page 5 to be sent back to the teacher.
Thank you.
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Consent:

l, understand that my information will be stored

and accessed externally to Canada, for the purposes outlined above. | am aware classroom
activities using Twitter will involve the use of the following PIl: an email and a name, to create
a registered Twitter account. | may use a pseudonym, parent/guardian Twitter account, or
remain anonymous online, using a shared classroom Twitter ID for the purpose of this course to
minimize exposure of my or other people’s personal information to 3" parties who are not

entitled to this information.

l, also hereby acknowledge that | have read and

understood the attached Twitter: A Student and Parent Guide, detailing the potential risks and
steps the teacher will take to mitigate these risks. | have also read and will adhere by the
Student Guidelines for Twitter Use in the Classroom, Twitter Privacy Policy, Terms of Service,
and Rules outlined above. | realize that if | do not abide by these terms and conditions | may
expose my or other people’s personal information to unauthorized 3" parties, leading to an

invasion of my or other people’s privacy.

This consent will be considered valid from the date on which it is signed until the end of the
school year, June 29t, 2018, unless revoked by me in writing and delivered to the teacher.
(consent language borrowed from Hengstler, J. 2017. “OLTD 506 Consent Form.” OLTD 506.
D2L).

By our signatures below we agree to the use of Twitter for the purposes described.

Parent/guardian Signature:

Date:

Student Signature:

Date:
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Social Media Risk Assessment

Person Conducting Risk Assessment: Laura DeCiantis
Name of Technology: Twitter

URL/Address: https://twitter.com/
Owner/Company Responsible: Twitter, Inc.

Nature of Provider: [ ]Canadian  [§§ Foreign $8lproprietary [ | Open Source
Data storage location: | |BC [ |Canada [@Global [ |Mix [ ] Unknown

Personal data users expected to contribute:

¢ To create account/access service:
B8 username [@@First Name [ ]LlastName  [@@Email ] Mailing Address
|:| Other (describe):

e To complete activities/assignments: The same Personally Identifiable Information (PlI)
needed to create/access service, Username, Name (can be a pseudonym) and Email.

End User License Agreement (EULA)/Terms of Service (ToS)

e Thereis an EULA or ToS: B8Yes [ |No

e EULA/ToS URL/address: ToS - https://twitter.com/en/tos and Twitter Rules -
https://support.twitter.com/articles/18311

e EULA /ToS language: “These Terms of Service (“Terms”) govern your access to and use

of our services, including our various websites, SMS, APls, email notifications,
applications, buttons, widgets, ads, commerce services, and our other covered services
(https://support.twitter.com/articles/20172501) that link to these Terms (collectively,
the “Services”), and any information, text, links, graphics, photos, videos, or other
materials or arrangements of materials uploaded, downloaded or appearing on the
Services (collectively referred to as “Content”). By using the Services you agree to be
bound by these Terms (Twitter Terms of Service, 2017).”

e EULA/ToS text re. information collected: “Our Privacy Policy

(https://www.twitter.com/privacy) describes how we handle the information you

provide to us when you use our Services. You understand that through your use of the
Services you consent to the collection and use (as set forth in the Privacy Policy) of this

information, including the transfer of this information to the United States, Ireland,
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and/or other countries for storage, processing and use by Twitter and its affiliates
(Twitter Terms of Service, 2017).”

More clear language regarding how Twitter collects information and data is outlined in
the Twitter Privacy Policy.

e EULA/ ToS text re. information use: The ToS and Twitter Rules outline how the user
may use Twitter services:

“In order to provide the Twitter service and the ability to communicate and stay connected
with others, there are some limitations on the type of content that can be published with
Twitter.

o Trademark: We reserve the right to reclaim usernames on behalf of businesses or
individuals that hold legal claim or trademark on those usernames. Accounts using
business names and/or logos to mislead others may be permanently suspended.

o Copyright: We will respond to clear and complete notices of alleged copyright
infringement. Our copyright procedures are set forth in the Terms of Service.

¢ Graphic content: You may not use pornographic or excessively violent media in your
profile image or header image. Twitter may allow some forms of graphic content in
Tweets marked as sensitive media. When content crosses the line into gratuitous images
of death, Twitter may ask that you remove the content out of respect for the deceased.

o Unlawful use: You may not use our service for any unlawful purposes or in furtherance of
illegal activities. International users agree to comply with all local laws regarding online
conduct and acceptable content.

o Misuse of Twitter badges: You may not use badges, such as but not limited to the
“promoted” or “verified” Twitter badge, unless provided by Twitter. Accounts using these
badges as part of profile photos, header photos, or in a way that falsely implies affiliation
with Twitter, may be suspended (Twitter Rules, 2017).”

“Please review the Twitter Rules, which are part of the User Agreement and outline what is
prohibited on the Services. You may use the Services only in compliance with these Terms and

all applicable laws, rules, and regulations.

Our Services evolve constantly. As such, the Services may change from time to time, at our
discretion. We may stop (permanently or temporarily) providing the Services or any features

within the Services to you or to users generally. We also retain the right to create limits on use
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and storage at our sole discretion at any time. We may also remove or refuse to distribute any
Content on the Services, suspend, or terminate users, and reclaim usernames without liability

to you.

In consideration for Twitter granting you access to and use of the Services, you agree that
Twitter and its third-party providers and partners may place advertising on the Services or in
connection with, the display of Content or information from the Services whether submitted by
you or others. You also agree not to misuse our Services, for example, by interfering with them
or accessing them using a method other than the interface and the instructions that we
provide. You may not do any of the following while accessing or using the Services: (i) access,
tamper with, or use non-public areas of the Services, Twitter’'s computer systems, or the
technical delivery systems of Twitter’s providers; (ii) probe, scan, or test the vulnerability of any
system or network or breach or circumvent any security or authentication measures; (iii) access
or search or attempt to access or search the Services by any means (automated or otherwise)
other than through our currently available, published interfaces that are provided by Twitter
(and only pursuant to the applicable terms and conditions), unless you have been specifically
allowed to do so in a separate agreement with Twitter (NOTE: crawling the Services is
permissible if done in accordance with the provisions of the robots.txt file, however, scraping
the Services without the prior consent of Twitter is expressly prohibited); (iv) forge any TCP/IP
packet header or any part of the header information in any email or posting, or in any way use
the Services to send altered, deceptive or false source-identifying information; or (v) interfere
with, or disrupt, (or attempt to do so), the access of any user, host or network, including,
without limitation, sending a virus, overloading, flooding, spamming, mail-bombing the
Services, or by scripting the creation of Content in such a manner as to interfere with or create
an undue burden on the Services. We also reserve the right to access, read, preserve, and
disclose any information as we reasonably believe is necessary to (i) satisfy any applicable law,
regulation, legal process or governmental request, (ii) enforce the Terms, including
investigation of potential violations hereof, (iii) detect, prevent, or otherwise address fraud,
security or technical issues, (iv) respond to user support requests, or (v) protect the rights,

property or safety of Twitter, its users and the public. Twitter does not disclose personally-
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identifying information to third parties except in accordance with our Privacy Policy (Twitter

Terms of Service, 2017).”

More clear language regarding how Twitter uses collected information and data is outlined in

the Twitter Privacy Policy.

e EULA/ToS text re. ownership of uploaded content or rights to use:

“You retain your rights to any Content you submit, post or display on or through the Services.
What’s yours is yours — you own your Content (and your photos and videos are part of the

Content).

By submitting, posting or displaying Content on or through the Services, you grant us a
worldwide, non-exclusive, royalty-free license (with the right to sublicense) to use, copy,
reproduce, process, adapt, modify, publish, transmit, display and distribute such Content in any
and all media or distribution methods (now known or later developed). This license authorizes
us to make your Content available to the rest of the world and to let others do the same. You
agree that this license includes the right for Twitter to provide, promote, and improve the
Services and to make Content submitted to or through the Services available to other
companies, organizations or individuals for the syndication, broadcast, distribution, promotion
or publication of such Content on other media and services, subject to our terms and conditions
for such Content use. Such additional uses by Twitter, or other companies, organizations or
individuals, may be made with no compensation paid to you with respect to the Content that
you submit, post, transmit or otherwise make available through the Services (Twitter Terms of

Service, 2017).”

“Twitter gives you a personal, worldwide, royalty-free, non-assignable and non-exclusive
license to use the software provided to you as part of the Services. This license has the sole
purpose of enabling you to use and enjoy the benefit of the Services as provided by Twitter, in

the manner permitted by these Terms.
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The Services are protected by copyright, trademark, and other laws of both the United States
and foreign countries. Nothing in the Terms gives you a right to use the Twitter name or any of
the Twitter trademarks, logos, domain names, and other distinctive brand features. All right,
title, and interest in and to the Services (excluding Content provided by users) are and will
remain the exclusive property of Twitter and its licensors. Any feedback, comments, or
suggestions you may provide regarding Twitter, or the Services is entirely voluntary and we will
be free to use such feedback, comments or suggestions as we see fit and without any obligation

to you (Twitter Terms of Service, 2017).”

Privacy Policy Exists: B8]yes [ |No

e Privacy Policy URL/address: https://twitter.com/en/privacy
e Privacy Policy language : [JiClear [ ] Unclear

e Privacy Policy text re. how content uploaded by user is used:

“Tweets, Following, Lists, Profile, and Other Public Information: Twitter is primarily
designed to help you share information with the world. Most of the information you
provide us through Twitter is information you are asking us to make public. You may
provide us with profile information such as a short biography, your location, your website,
date of birth, or a picture. Additionally, your public information includes the messages you
Tweet; the metadata provided with Tweets, such as when you Tweeted and the client
application you used to Tweet; information about your account, such as creation time,
language, country, and time zone; and the lists you create, people you follow, Tweets you
Like or Retweet, and Periscope broadcasts you click or otherwise engage with (such as by
commenting or hearting) on Twitter. Twitter broadly and instantly disseminates your public
information to a wide range of users, customers, and services, including search engines,
developers, and publishers that integrate Twitter content into their services, and
organizations such as universities, public health agencies, and market research firms that
analyze the information for trends and insights. When you share information or content like
photos, videos, and links via the Services, you should think carefully about what you are

making public. We may use this information to make inferences, like what topics you may
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be interested in. Our default is almost always to make the information you provide through
the Services public for as long as you do not delete it, but we generally give you settings or
features, like protected Tweets, to make the information more private if you want (Twitter
Privacy Policy, 2017).”

e Privacy Policy text re. how content uploaded by user is shared (e.g. 3d parties):

“User Consent or Direction: We may share or disclose your information at your direction,
such as when you authorize a third-party web client or application to access your account or
when you direct us to share your feedback with a business. When you use Digits by Twitter
to sign up for or log in to a third-party application, you are directing us to share your contact
information, such as your phone number, with that application. If you’ve shared
information, like Direct Messages or protected Tweets, with another user who accesses
Twitter through a third-party service, keep in mind that the information may be shared with

the third-party service.

Service Providers: We engage service providers to perform functions and provide services to
us in the United States, Ireland, and other countries. For example, we use a variety of third-
party services to help provide our Services, such as hosting our various blogs and wikis, and
to help us understand and improve the use of our Services, such as Google Analytics. We
may share your private personal information with such service providers subject to
obligations consistent with this Privacy Policy and any other appropriate confidentiality and
security measures, and on the condition that the third parties use your private personal
data only on our behalf and pursuant to our instructions. We share your payment
information, including your credit or debit card number, card expiration date, CVV code,
and billing address with payment services providers to process payments; prevent, detect
and investigate fraud or other prohibited activities; facilitate dispute resolution such as
chargebacks or refunds; and for other purposes associated with the acceptance of credit or

debit cards.
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Law and Harm: Notwithstanding anything to the contrary in this Privacy Policy, we may
preserve or disclose your information if we believe that it is reasonably necessary to comply
with a law, regulation, legal process, or governmental request; to protect the safety of any
person; to address fraud, security or technical issues; or to protect our or our users’ rights
or property. However, nothing in this Privacy Policy is intended to limit any legal defenses or
objections that you may have to a third party’s, including a government’s, request to

disclose your information (Twitter Privacy Policy, 2017).”

e Privacy Policy text re. custody/control of user data if provider goes out of business or
sells company:
“In the event that we are involved in a bankruptcy, merger, acquisition, reorganization or

sale of assets, your information may be sold or transferred as part of that transaction. This
Privacy Policy will apply to your information as transferred to the new entity. We may also
disclose information about you to our corporate affiliates in order to help provide,
understand, and improve our Services and our affiliates’ services, including the delivery of
ads (Twitter Privacy Policy, 2017).”

e Contact provided for dealing with privacy issues: $8]Yes [ | No
o Contact information:
“If you have any questions or comments about this Privacy Policy, please submit a request

through our form, available at https://support.twitter.com/forms/privacy (Twitter Privacy

Policy, 2017).

How to report violations - https://support.twitter.com/articles/15789#specific-violations

e Language provided detailing how privacy breaches will be dealt with: [ ]Yes B8 No
e Privacy breach protocol text:

Language specific to privacy breach protocol can be found in Twitter ToS -

https://twitter.com/en/tos and Twitter Rules - https://support.twitter.com/articles/18311

The policies and reporting procedures can be found here: Private information posted on

Twitter - https://support.twitter.com/articles/20169991
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“We reserve the right to remove Content that violates the User Agreement, including for
example, copyright or trademark violations, impersonation, unlawful conduct, or

harassment (Twitter Terms of Service, 2017).”

Intellectual Property (IP) Language:
e There is language in the EULA or ToS that addresses ownership/copyright of content
created and uploaded by users: §8|Yes [ | No
e Text of IP related section(s):

“You retain your rights to any Content you submit, post or display on or through the Services.
What’s yours is yours — you own your Content (and your photos and videos are part of the

Content).

By submitting, posting or displaying Content on or through the Services, you grant us a
worldwide, non-exclusive, royalty-free license (with the right to sublicense) to use, copy,
reproduce, process, adapt, modify, publish, transmit, display and distribute such Content in any
and all media or distribution methods (now known or later developed). This license authorizes
us to make your Content available to the rest of the world and to let others do the same. You
agree that this license includes the right for Twitter to provide, promote, and improve the
Services and to make Content submitted to or through the Services available to other
companies, organizations or individuals for the syndication, broadcast, distribution, promotion
or publication of such Content on other media and services, subject to our terms and conditions
for such Content use. Such additional uses by Twitter, or other companies, organizations or
individuals, may be made with no compensation paid to you with respect to the Content that
you submit, post, transmit or otherwise make available through the Services (Twitter Terms of

Service, 2017).”

“Twitter gives you a personal, worldwide, royalty-free, non-assignable and non-exclusive
license to use the software provided to you as part of the Services. This license has the sole
purpose of enabling you to use and enjoy the benefit of the Services as provided by Twitter, in

the manner permitted by these Terms.
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The Services are protected by copyright, trademark, and other laws of both the United States
and foreign countries. Nothing in the Terms gives you a right to use the Twitter name or any of
the Twitter trademarks, logos, domain names, and other distinctive brand features. All right,
title, and interest in and to the Services (excluding Content provided by users) are and will
remain the exclusive property of Twitter and its licensors. Any feedback, comments, or
suggestions you may provide regarding Twitter, or the Services is entirely voluntary and we will
be free to use such feedback, comments or suggestions as we see fit and without any obligation

to you (Twitter Terms of Service, 2017).”

Technology requires interaction with others: $8]Yes [ |No [ | Depends

e Rules of Behaviour/Etiquette Provided: BYes [ ]No
¢ Rules of Behaviour/Etiquette URL/Address: Twitter Rules -

https://support.twitter.com/articles/18311

Behavior Reporting:
e Procedure provided for dealing with cyberbullying or similar behaviours:

BYes |:| No

e Text re. cyberbullying/negative behaviour response:
“We reserve the right to remove Content that violates the User Agreement, including for
example, copyright or trademark violations, impersonation, unlawful conduct, or harassment
(Twitter Terms of Service, 2017).”
“We believe in freedom of expression and in speaking truth to power, but that means little as an
underlying philosophy if voices are silenced because people are afraid to speak up. In order to
ensure that people feel safe expressing diverse opinions and beliefs, we do not tolerate behavior
that crosses the line into abuse, including behavior that harasses, intimidates, or uses fear to

silence another user’s voice.

Any accounts and related accounts engaging in the activities specified below may be temporarily

locked and/or subject to permanent suspension.

¢ Violent threats (direct or indirect): You may not make threats of violence or promote
violence, including threatening or promoting terrorism.

Created for Vancouver Island University Faculty of Education Course: OLTD 506 Fall 2017



http://www.viu.ca/education
https://support.twitter.com/articles/18311

Twitter Resource Package By Laura DeCiantis
Date: October 17, 2017

¢ Harassment: You may not incite or engage in the targeted abuse or harassment of others.
Some of the factors that we may consider when evaluating abusive behavior include:

o if a primary purpose of the reported account is to harass or send abusive messages
to others;

o if the reported behavior is one-sided or includes threats;
o if the reported account is inciting others to harass another account; and

o if the reported account is sending harassing messages to an account from multiple
accounts.

¢ Hateful conduct: You may not promote violence against or directly attack or threaten
other people on the basis of race, ethnicity, national origin, sexual orientation, gender,
gender identity, religious affiliation, age, disability, or disease. We also do not allow
accounts whose primary purpose is inciting harm towards others on the basis of these
categories.

o Multiple account abuse: Creating multiple accounts with overlapping uses or in order to
evade the temporary or permanent suspension of a separate account is not allowed.

¢ Private information: You may not publish or post other people's private and confidential
information, such as credit card numbers, street address, or Social Security/National
Identity numbers, without their express authorization and permission. In addition, you
may not post intimate photos or videos that were taken or distributed without the
subject's consent. Read more about our private information policy here:
https://support.twitter.com/articles/20169991.

e Impersonation: You may not impersonate others through the Twitter service in a manner
that is intended to or does mislead, confuse, or deceive others. Read more about our
impersonation policy here: https://support.twitter.com/articles/18366.

¢ Self-harm: You may encounter someone considering suicide or self harm on Twitter.
When we receive reports that a person is threatening suicide or self harm, we may take a
number of steps to assist them, such as reaching out to that person expressing our
concern and the concern of other users on Twitter or providing resources such as contact
information for our mental health partners (Twitter Rules, 2017).”

e Contact provided for dealing with cyberbullying or similar behaviours:Yes |:| No
How to report violations - https://support.twitter.com/articles/15789

Site Settings & User Control:

e Profile is Visible to: [_] only user his/herself specified users on system

|:| specified users external to system [ §@ public

A
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Users can restrict access to own profile: 38]Yes [ |No [ ]| Depends

Comment: It is important to note that tweets are searchable by the public, whether
they have an account or not, and posts are permanent. However, Twitter account
holders can change their account settings to have protected tweets, which limit access
to tweets to only their followers on Twitter. Twitter account holders can also change
their Discoverability privacy settings which control whether others can find them on
Twitter by email address or phone number.

Users can restrict access to content as: [ single item @ a category [ | full site

User can delete own account: gYes [ JNo [ ]Depends

Support documentation available for deleting or deactivating accounts: §8]Yes [ | No

Account deletion/deactivation support documentation URL:
https://support.twitter.com/articles/15358

IT Considerations:

Technology is permissible under current technology policies:

Pves [ ] No [ ] Depends

Comment: There is currently no School District 68 social media use policy in place.
Technology permissions are dealt with on a case-by-case basis on a school
administrative level. Each school has their own technology policies/practices in School
District 68.

There are site security policies/practices that may interfere with the use of the
technology: [ ]JYes [ |No Depends

Comment: As there are no district wide social media use policies, each school may have
different policies/practices surrounding specific social media tools and online
technologies. The use of Twitter in a particular school would depend that school’s social
media policies/practices.

Technology support is required (e.g. software installs, server space, etc.):

[ Jves B8 No [ ] Depends

Comment: IF the school has an adequate broadband internet connection and
bandwidth, there should be no technical problem with using Twitter via computer lab or
personal devices. It is suggested that schools have a bandwidth between 1 to 10 Gbps
(Gigabit per second) per 1000 students as a minimum requirement for adequate
broadband internet connection. The estimate varies due to differing broadband
connections and their bandwidth needs. For example, an external connection to an
Internet Service Provider (ISP) will require at least 1 Gbps per 1000 students to function

well and an Internet Wide Area Network (WAN) connection from a central office within
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a certain district will need at least 10 Gbps per 1000 students to satisfy the minimum

requirement for internet connection (Burns, M. 2014).

Administrative Considerations:
e Technology use requires administrator/administrative consult or approval:
[ Jves [ |No [@8 Depends
e Comment: Each school in School District 68 has different social media use
policies/practices. In some cases, teachers may need the approval of the school
administrator(s) to use social media and online technology in their teaching.

Institutional Considerations:

e There are existing media relations protocols and guidelines relevant to this
technology:
B8Yes [ |No [ | Depends

e URL/Address for protocols & guidelines: FIPPA (protection of privacy) -
http://www.bclaws.ca/civix/document/id/complete/statreg/96165 03#part3

e Comment: Under British Columbia’s Freedom of Information and Protection of
Privacy Act (FIPPA),

“public educators are required to obtain explicit informed consent by the “prescribed
manner” when students’ personal identifiable information is or could/will be accessed

from outside of Canada, or if the account and data with personal information are stored
outside of Canada (Hengstler, J. 2016a. “OLTD 506 brief: FIPPA & you.” OLTD 506. D2L).”

e The technology is considered problematic by media relations or privacy officers either
at my institution or elsewhere: EYes [ ]No [ ]Depends
e Comment: As previously stated, there is no district wide social media policy currently in

place, but there are a few schools in the district that have adopted a de facto social
media policy which restricts any and all use of social media or cell phones, tablets, and
laptops on school grounds. | think this is due in part to the fact that there are no
cohesive policies in place and it is easier to ban new technologies and tools rather than
create new educational policies and programs. This reaction has developed from our
current culture of fear and “that humans are both naturally risk adverse and poor judges
of risks. Thus, these survival instincts combined with poor comparative risk analysis skills

lead many people to engage in, or buy into, ‘technopanics’ (Thierer, A. 2012).” These
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‘technopanics’ are fear of the unknown and fear of the implications of new technologies
and systems. Technology bans at schools are one of the detrimental outcomes resulting
from this collective panic and fear. Accurately informing educators, parents, and
students on safety related research done on potential risks and benefits of technology
and social media use in education, is a great way we can mitigate the inherent risks of
social media use and reduce the fear and stigma of new technologies and online tools in

education.

Media Search:
¢ | have researched credible technology review sites for critiques of this technology:

B8lves [ |No [ |Depends

¢ Findings: https://www.commonsense.org/education/ - while there are safety and

privacy concerns with students using Twitter, the energetic and fast-paced
communication appeals to tech-savvy students and can open classroom discourse
beyond school hours and physical boundaries.

http://edtechreview.in/reviews - Tweets are limited to 140 characters or less, but

because of that, it trains students to be concise and deliver a message that’s straight to
the point. They can use hashtags “#” to engage in a trending discussion relating to a
subject they’re currently learning. You can upload and post in real time. And another
advantage is that it connects students with experts and professionals whose twitter
account have been verified.

http://classroomteacher.ca/338/twitter-in-the-classroom/ - free, high interest social

media. Two reasons to bring Twitter into the classroom: 1) to examine twitter itself as
part of media literacy, and 2) to use twitter as a collaborative tool. Many lesson ideas

and applications for Twitter in the classroom.

Tool Search:
I reviewed other similar technologies before selecting this tool: @8Yes [ | No

Alternatives Considered & Reasons for Non-Selection

Name: Reason for not selecting
Twiducate It is a ‘fenced’ tool and is only used by other students and
educators. Not a mainstream social media tool. Too limited in a
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real world context. It would be a great introductory social media
tool in a K-7 educational context.

Alternative Activities for Users Considered In-Case of Non-Consent:
If students or parents/guardians do not feel comfortable signing the Consent Form and do

not consent to using Twitter in the classroom, even with all the suggested privacy
protections in place, there will be an additional option of students emailing or writing a
tweet that will be anonymously posted by the teacher on their behalf. In accordance with
FIPPA consent compliance, there will be optional activities that students can complete for
course grades/marks if they choose not to sign the Consent Form. Student grades/marks

will not be affected if they do not choose to give their consent.
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